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BOGUS CALLER NETWORK

PARTNERSHIP HOUSEHOLDER INFORMATION SHEET                

	ORIGINATOR 

FWIN / FLARE
	93969

	TIME & DATE OF MESSAGE
	2nd April 2020

	WHO IS BEING TARGETED: 
	Householders and tenants

	WHEN DID IT 
	Ongoing due to Coronavirus

	WHERE DID IT HAPPEN
	BOROUGH
	AREA – not postcode

	
	Bury and Nationwide
	N/A

	WHAT HAPPENED


	GENERAL INFORMATION
	DESCRIPTIONS

	
	Criminals are using the Coronavirus pandemic to scam people. They are experts at impersonating people, organisations and the police, they spend hours researching you for scams hoping you’ll let your guard down. Stop and think before parting with your money or information. It’s ok to reject, refuse or ignore requests. Only criminals will try to rush or panic you. Criminals are targeting people looking to buy medical supplies online, sending emails offering fake medical support and scamming people who may be vulnerable or increasingly isolated at home. They try to lure you in with offers that look too good to be true, such as high return investments and ‘healthcare opportunities’, or make appeals for you to support bogus charities or those who are ill. Reports from the public have already included online shopping scams where people have ordered protective face masks, hand sanitiser, and other products which have never arrived and a number of cases have been identified where fake testing kits have been offered for sale, in some areas people have knocked on doors offering to test people.  Criminals are also using Government branding to try to trick people, including reports of using HMRC branding to make spurious offers of financial support through unsolicited emails, phone calls and text messages. 

	N.A

	ACTIONS REQUESTED


	Report suspicious callers to GMP on 101 or in an emergency dial 999. Reporting to Action Fraud can be done online at https://www.actionfraud.police.uk or by calling 0300 123 2040. 
To report offers of financial assistance from HMRC contact phishing@hmrc.gov.uk . 

Online Shopping and Auction Fraud – If purchasing goods and services from a company or person you don’t know and trust, carry out research first and ask friends or family for advice before completing a purchase. Be wary of unsolicited emails and texts offering questionably good deals, and never respond to messages that ask for your personal or financial details. Avoid paying by bank transfer as that offers little protection if you become a victim of fraud. Instead, use a credit card or payment services such as PayPal. 
Computer Software Service Fraud – Never install software, or grant remote access to your computer, as a result of a cold call. Genuine organisations would never contact you out of the blue to ask for financial details such as your PIN or full banking password. If you need tech support, ask your friends or family for recommendations and look for reviews online first. Don’t contact companies promoting tech support services via browser pop-ups. Seek technical support to remove any unwanted software from your computer. Ask your friends or family for recommendations and look for reviews online first. 
Lender Loan Fraud – Speak with trusted friend or family members first if you’re using a loan company you’re unfamiliar with, or if the lender requires an up-front fee. Don’t click on links or attachments in suspicious emails, and never respond to messages that ask for your personal or financial details. Use the Financial Conduct Authority’s (FCA) register to check if the company is regulated by the FCA. If you deal with a firm (or individual) that isn’t regulated, you may not be covered by the Financial Ombudsman Service (FOS) if things go wrong and you lose your money. If you have made a payment call your bank as soon as possible, they can help you prevent any further losses. Monitor your bank statements regularly for any unusual activity. 

Pension Liberation & Investment Fraud – Don’t be rushed into making an investment, legitimate organisations will never pressure you into making a transaction on the spot. Before making significant financial decisions, speak with trusted friends or family members, or seek professional independent advice. Use the Financial Conduct Authority’s (FCA) register to check if the company is regulated by the FCA. If you deal with a firm (or individual) that isn’t regulated, you may not be covered by the Financial Ombudsman Service (FOS) if things go wrong and you lose your money. The Pension Advisory Service (PAS) also provides free independent and impartial information and guidance on pensions. Ensure sure you are aware of any tax charges (up to 70%), plus other fees, that will be deducted from the amount you withdraw before making any decisions.  

	The purpose of circulating this house holder information is to ensure that network members, frontline staff and community groups are aware of possible doorstep crime activity.

If you, a member of staff or member of the public believe that a criminal offence has been committed please contact the police immediately

PLEASE REPORT ANY INFORMATION TO THE POLICE 

                           Emergency: 999          Non Emergency: 101


REMEMBER: LOCKED – STOP – CHAIN – CHECK

IF IN DOUBT – KEEP THEM OUT!!
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